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This analysis was built entirely from publicly available information (FDA 510(k) filings, investor 

disclosures, press releases) and reflects OpenCRO's independent threat-modeling methodology — 

not an assessment, audit, or penetration test of the company’s actual systems, code, or 

infrastructure. No non-public or proprietary information was used or is claimed. 

Risk Analysis: Diagnostic AI System  

1. Strategic Foundation and Asset Valuation 

In the current era of digital health, the integration of AI-driven diagnostic workflows into existing Picture 
Archiving and Communication Systems (PACS) is a cornerstone of clinical excellence. For the modern 
healthcare architect, protecting the technical integrity of these models is not merely an IT requirement; it 
is a direct prerequisite for patient safety. When diagnostic algorithms process DICOM metadata and 
pixel data to identify life-threatening conditions, any degradation in algorithmic precision or data 
reliability translates immediately into physical risk. This assessment establishes a framework for 
understanding how technical vulnerabilities in the "Diagnostic AI System" impact organizational 
integrity, regulatory standing, and the fundamental delivery of care. 

The following asset inventory identifies the core components of the system, reflecting both fixed 
architectural value and recurring operational importance. 

Asset Inventory 

Asset Tag Asset Name Value on an 
annual basis 
(USD) 

A1 Patient Safety 5,000,000 



A2 Clinical Decision Accuracy 10,000,000 

A3 Patient Confidentiality 2,500,000 

A4 Patient Consent Integrity 500,000 

A5 AI Model Integrity 3,000,000 

A6 Imaging Data Integrity 1,000,000 

A7 Platform Availability 500,000 

A8 Cloud Infrastructure Security 50,000 

A9 Regulatory Compliance 100,000 

A10 Reputation 8,000,000 

A11 Clinical Workflow Continuity 50,000 

A12 Auditability 25,000 

Asset Prioritization Analysis 

The valuation follows a stringent risk-centric hierarchy. Assets such as Patient Safety (A1), Clinical 
Decision Accuracy (A2), and Reputation (A10) carry the maximum valuations. This reflects the 
non-negotiable nature of clinical outcomes and the legal mandates governing medical devices, such as 
HIPAA and FDA 510(k) pre-market requirements. A failure in safety or accuracy represents a catastrophic 



breakdown of the system’s primary function. Conversely, Clinical Workflow Continuity (A11) is valued at 
50,000 because it is considered secondary to the primary drivers of safety and accuracy—operational 
speed cannot come at the expense of clinical truth. Auditability (A12) is weighted at 25,000, serving as a 
supportive administrative function rather than a direct driver of immediate life-safety. 

These high-value assets are the primary targets of the clinical and cyber-physical vectors that threaten 
the stability of the diagnostic pipeline. 

2. Threat Landscape: Clinical and Cyber-Physical Analysis 

The risk profile of a medical AI system is uniquely complex, existing at the convergence of clinical 
failure—traditional medical error—and adversarial cyber-physical attacks. In this environment, digital 
manipulations do not merely stay in the cloud; they manifest as physical world consequences in the 
radiology suite. 

Deep-Dive: Threat R1 (Clinical Domain) 

Missed aortic aneurysm due to image quality degradation This threat centers on the AI's sensitivity to 
low-quality Computed Tomography Angiography (CTA) images. If DICOM inputs are degraded or suffer 
from artifacts, the AI’s ability to perform accurate segmentation is compromised. While the likelihood is 
rated as Low (15% probability), the damage potential is severe at 90 points. This threat jeopardizes A1 
and A2, as a missed aneurysm is a high-mortality event that directly impacts the institution's standing 
and patient lives. 

Deep-Dive: Threat R2 (Cyber-Physical Domain) 

Adversarial attack on medical imaging AI Threat R2 involves sophisticated "cyber-physical" exploits 
where adversarial perturbations—subtle pixel shifts often undetectable to the human eye—are 
introduced into the imaging data. These shifts are designed to flip the model’s classification, for 
example, changing a "Normal" finding to "Aneurysm Present" or vice versa. Though the likelihood is 
Very Low (8% probability), it carries a maximum damage value of 100. This exploit bypasses traditional 
security by targeting AI Model Integrity (A5) and Imaging Data Integrity (A6), forcing a failure in Clinical 
Decision Accuracy (A2) through digital deception. 

Threat Landscape Summary 

The landscape is defined by a sharp contrast: clinical errors (R1) present a higher probability (15%), 
whereas adversarial exploits (R2) present a catastrophic maximum impact (100 damage). Our strategy 
must therefore mitigate frequent quality issues while building resilient barriers against high-impact 
adversarial maneuvers. 

3. Vulnerability Assessment and Exploitability Post-Mitigation 



Resilience is measured by "Exploitability"—the degree of difficulty an attacker or a failure state faces 
after security controls are active. Effective architecture ensures that even when vulnerabilities exist, they 
are functionally unreachable. 

Post-Mitigation Exploitability Profile 

●​ Vulnerability: Low-quality CTA images reducing segmentation and detection accuracy. 
○​ Exploitability: Very Low 

●​ Vulnerability: AI models vulnerable to adversarial perturbations in input images. 
○​ Exploitability: Very Low 

Strategic Evaluation: The "So What?" Factor 

Reducing exploitability to "Very Low" acts as the primary gatekeeper for the organization. By hardening 
the diagnostic pipeline, we ensure that the high damage values (90-100) identified in our threat analysis 
remain theoretical rather than realized. This transition from "vulnerable" to "resilient" is what protects 
the high-valuation assets from being compromised by either poor data or malicious actors. 

4. Quantitative Risk Evaluation: Value at Risk (VaR) Analysis 

Value at Risk (VaR) provides clinical and executive leadership with a quantitative "cost of exposure," 
framing cybersecurity in the language of financial and safety liability. 

Comparative Risk Metrics 

Threat Tag Probability VaR Before Mitigation VaR After Mitigation Mitigation Level 

R1 15% $3,105,000 $104,794 96.60% 

R2 8% $1,120,000 $67,200 94.00% 

TOTAL - $4,225,000 $171,994 95.90% 

Total Portfolio Risk Synthesis 

The data demonstrates a massive reduction in exposure. The total portfolio VaR dropped from 
4,225,000** to **171,994, representing a 95.90% overall mitigation level. From an architectural 
perspective, the total implementation cost of this suite—amounting to 165,000 in fixed costs** and 



**315,000 in recurring annual costs—is a highly efficient investment. The total annual cost is significantly 
lower than the $4.2M unmitigated exposure, providing a clear ROI for clinical safety. 

5. Mitigation Strategy: Safeguarding Patient Safety and 
Compliance 

A defense-in-depth approach is strategically necessary to maintain AI integrity. We have deployed five 
core countermeasures (CM) to address both clinical and cyber-physical domains. 

Clinical Risk Countermeasures (R1) 

●​ CM1: Image Quality Validation: Pre-processing checks for DICOM standard adherence.  
●​ (CM2: Radiologist Review: A human-in-the-loop protocol for any low-confidence AI outputs.  
●​ CM3: Clinical Performance Monitoring: Continuous auditing of model accuracy against ground 

truth.  

Cyber-Physical Risk Countermeasures (R2) 

●​ CM4: Input Validation/Anomaly Detection: Technical filters to identify adversarial pixel noise 
before it reaches the model inference engine.  

●​ CM5: Adversarial Retraining: The strategic inclusion of perturbed images in the training set to 
harden the model.  

The investment in CM5 is critical for Model Integrity (A5). By maintaining these mitigations, we satisfy 
Regulatory Compliance (A9) requirements and protect our Reputation (A10)—which carries a 100/100 
valuation—by ensuring residual risk remains below the "Very Low" threshold. 

6. Residual Risk and Final Integrity Statement 

Residual risk is the exposure that remains after all controls are applied. In a high-stakes clinical 
environment, this determines institutional risk tolerance and healthcare liability. 

Final Residual Risk Summary 

●​ R1 (Clinical Risk): 3.4% 
●​ R2 (Cyber-Physical Risk): 6.0% 
●​ Overall Portfolio Residual Risk: 4.1% 

Conclusion and Verdict 

The Diagnostic AI System currently maintains a robust security posture. With a total portfolio residual risk 
of 4.1%, the system is classified as Very Low risk. By neutralizing 95.90% of the potential Value at Risk, 
the architecture successfully protects Patient Safety and Clinical Decision Accuracy.  



As the OpenCRO chief risk officer, I find the system’s resilience—supported by the identified 
countermeasures—sufficient for operational use. The system is ready for full clinical deployment. 

 

For more information visit opencro.com  

http://opencro.com
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